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1. BACKGROUND

The phenomenal growth in digital technology and the rise of social media platforms
over the past few years have revolutionised the way in which people communicate
and share information.

The use of social media tools in government around the world has been gaining
acceptance in all spheres of government. This provides an opportunity for two-way
communication between government and citizens, partners and stakeholders thereby
increasing the frequency and speed of engagement. At the same time social media
presents new challenges to governments who must address resulting citizen
expectations and the differences in communication culture while navigating the blurry
line between official and personal use.

All around the world, including South Africa, people are embracing digital technology
to communicate in ways that could never have been imagined just a few years ago.

With this in mind, governments across the world have begun to recognise the need to
embrace social media, but are generally still finding their feet in terms of the most
effective use of these new communication tools.

1.1 Purpose

The purpose of these guidelines are to create awareness of some of the
opportunities that social media presents for government, as well as making
government agencies and staff aware of how to manage the risks associated with the
use of this kind of technology.

The guidelines focus on guidance in the use of social media within the South African
government communications environment, in order to improve government
transparency, participation and interaction with the public.

These policy guidelines establish the principles for:

e government employees using social media for official government communication
purposes; and

e personal use of social media by government employees, when the employee‘s
government affiliation is identified, known, or presumed.

The intention is to provide:

e astandard personal responsibility for government employees

e an introductory overview of the social media tools that are most likely to be
relevant in a South African environment;

¢ the potential benefits and risks associated with these tools;

e guidance in best-practice use of social media; brief examples of where such
social media tools have been used in government; and
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e general advocacy applications.

These guidelines are not an exhaustive user manual or instruction guide on social
media or specific social media tools.

Government departments or agencies differ when it comes to communication
objectives, audience profiles, availability of human and technical resources, Internet
use policies and other factors that will dictate if, what, when and how social media is
used.

Also, the social media environment is an extremely fluid one, and the available tools
and applications are constantly evolving to address evolving user needs. An
exhaustive user manual would run into hundreds of pages, and generally be
redundant before it is published, in terms of accuracy of information.

While governments around the world may face some challenges in adopting social
media tools, we are convinced that the potential benefits of using selected social
media tools far outweigh any risks, and these benefits will continue to grow as more
and more South Africans bridge the digital divide.

As public servants we have a unique opportunity to step out and be part of the digital
revolution, joining a historical transition that allows conversations with the public,
rather than simply communicating to them.

South African government employees have the same rights of free speech as other
citizens when it comes to the use of, and participation in online social media
platforms.

As public servants, however, government employees have some additional
obligations when it comes to sustaining, building and defending the reputation of
government through social media.

Social media are powerful communication tools that have a significant impact on
institutional and professional reputations. Because they blur the lines between
personal voice and institutional voice, the Government Communication and
Information System (GCIS) has produced the following policy guidelines to help
clarify how best to enhance and protect institutional and personal reputations when
participating in social media.

The use of social media in a government department will also be governed by the
department’s Internet and email policies, which sets out unacceptable behaviour
while using the Internet.

As technology and social media platforms evolve, this policy and its accompanying
handbook of resources will also evolve as our collective experience in the use of
social media evolves.
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1.2 Scope

These guidelines serve to provide standards of professional practice and
conduct when using social media as with other standards applied to any other
area within the public service.

Limitations to the scope of these guidelines

Related areas that fall outside the scope of these guidelines include:

¢ Internet and e-mail use and policy

¢ Internet search engine optimisation

e technical implementation of social media platforms i.e. a focus on the
hardware, software, technical protocols and human resource issues relating to
the actual implementation of social media tools within a department

e comprehensive “How to...” guides to set up social media accounts and
participate online — social media applications regularly change their protocols,
and may have different tools and channels for different user needs.
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Note to the reader

Every government department or agency has different communication,
information technology, information management structures and approval
processes. This reality presents a challenge for these guidelines to specify a
common departmental approval and permission process for social media
applications across whole-of-government.

We have accordingly used the term ‘obtain the necessary approvals from the
designated authority’ as the standard reference in these guidelines, and
government employees should consult with their line managers to establish the
relevant authority within their department.
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2. WHAT IS SOCIAL MEDIA - A BRAVE NEW WORLD FOR
GOVERNMENT COMMUNICATION

Social media is the platforms that can be used by the general public using highly
accessible digital technologies such as blogs, podcasts, social networks, wikis,
micro-blogs and message boards.

The following are some benefits to government of using social media:

e increasing government’s access to its audiences

e improving the accessibility of government communication;

e allowing government to adjust or refocus communications quickly, where
necessary;

e improving the long-term cost effectiveness of government communication;

¢ increasing the speed of constituent feedback and input;

e reaching specific audiences on specific issues; and

e reducing government's dependence on traditional media channels to
communicate with constituents.

As a government communicator, the measure of success for any social media tool or
application should be: does it allow you to engage with your internal and external
stakeholders by facilitating one or more of the following:

e communication

e disseminating information;
e interaction; and/or

e education

The use of social media in itself does not make for good practice. In order to be
effective, initiatives must form part of a wider communications strategy -
supplementing rather than replacing traditional communication platforms — and
deliver at least some of the tangible benefits listed above.

“I think we've reached the tipping point when the question is not whether government
should embrace social networking technologies, but how most productively to use
them.”

Dr. Steve Kelman,
Harvard University John F. Kennedy School of Government
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3. SOCIAL MEDIA POLICY GUIDELINES
The following policy guidelines prescribe acceptable behaviour for:

e government employees using social media for official government communication
purposes; and
e personal use of social media by government employees

However, there are some generic guidelines that government departments need to
adhere to in order to direct their efforts in social media use.

3.1 General guidelines

There are some guidelines that can be applied across all forms of social media.
Knowing these basic guidelines of engagement will help you, whether you are fully
responsible for establishing and hosting an on-line community, or if you are just a
contributor in an existing community.

e When using any type of social media, you must:

be credible — accurate, fair, thorough and transparent.
be respectful — encourage constructive criticism and deliberation.
be cordial, honest and professional at all times.
listen before you talk — before entering any conversation you need to
understand the context,
= who is the potential audience?
= isthere a good reason to place a comment or respond?
0 write what you know — you have to know your facts and cite credible sources.
0 acknowledge if a mistake is made through your comment or response and
respond to it immediately.
0 be both reactive and responsive — when you gain insight share it where
appropriate.

©O O OO

3.2 Social media guidelines for official government communication

The protocols that apply when you are acting as an official representative of
government and/or government department should be the same whether you are
talking to the media, speaking at a conference or using social media.

Note: The government employees making comments or contributions on behalf of
government and/or government departments should only do so with express
approval or authority.
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3.2.1 When contributing on behalf of government and/or a department,
government employees should consider the following:

3.2.1.1 Keep your postings legal, ethical and respectful

Before engaging with a specific social media channel ensure you understand its
terms of reference, conventions and etiquette. Employees may not engage in online
communication activities which could bring the government into disrepute. Personal
details of yourself or other government employees should not be given out — only the
official contact details (official cellphone number, office telephone, e-mail or fax) for
reference purposes

3.2.1.2 Respect copyright laws

An official may not post any material that is protected by copyright. When posting text
and/or images, you must respect the corporate identity of your department and
government as a whole. If you are unsure about the use of the National Coat of
Arms, please consult with your departmental branding manager or with the
Government Communication and Information System.

3.2.1.3 Ensure that information published on-line is accurate and
approved

In official social media online postings, all reasonable efforts must be made to publish
only facts and statements that can be verified - not personal opinions or speculations.
You should identify and correct any incorrect information relating to government
policy and services. People should be referred to government websites, where
appropriate, for more detailed information.

Where users ask questions about policy or published information with which you are
familiar, ensure that any comment or response you make on matters of government
policy is accurate, appropriate to the government/departmental role you hold, and
remains politically neutral.

3.2.1.4 Comply with your department’s spokesperson policy

Only authorised spokespeople or duly delegated officials may provide comment to
the media on government-related issues. If you are contacted by the media about
posts on an official government or any social media site, you must refer all media
enquiries to the designated government or departmental spokesperson.

3.3 Social media guidelines for personal use of social media

When it comes to personal use of social media by government employees, the code
of conduct for public servants should be respected and considered as the guiding
rule. The code of conduct for public servants allows government employees to act in
a private capacity to influence public opinion or promote issues of public interest.
Personal use of social media implies that the employees are using social media for
personal interest, which have nothing to do with their duties for government and/or
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their departments. However, there are specific aspects that they must pay attention
to when using social media in a personal capacity.

Note: All government employees should always think before they post, and they
should use their common sense. Government employees should remember
that even if they act or speak in a personal capacity, their position as
government employees may be known to anyone in the potential audience and
may be misunderstood or misrepresented as an official position.

3.3.1 When using social media at personal capacity, employees should
consider the following:

3.3.1.1 Keep government-confidential information confidential

Government employees may not use personal social media platforms to post any
confidential or proprietary information of their department or the government as a
whole.

Government employees may only use personal social media platforms to share
government news if that information has already been officially published in the
public domain.

Government employees must familiarise themselves with the content of any non-
disclosure agreement they signed when joining government, and ensure that all
personal social media activities are in alignment and compliance with this policy and
all other applicable regulations, acts and policies.

3.3.1.2 Keep personal social media activities distinct from government
communication

Government logos and other government branding symbols may not be used in
personal social media posts without explicit permission in writing from the designated
departmental authority.

Government employees can be held legally responsible for all comments that they
post on their personal social media platforms.

3.3.1.3 Respect government time and property
Government computers, other resources (including stationery and computer
consumables) and time at work are reserved for government-related business.

Government employees must ensure that their personal online activities do not
interfere with their work duties and performance.

Government owns any employee communication sent using government computers
or that is stored on government equipment. As stipulated in your department’s
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internal policies and related regulations, acts and other legislation, authorised
officials have the right to access any material on your official computer at any time.

3.4 Considerations before implementing social media platforms

Planning to use social media platforms should be done as part of a wider effort to
develop the department’s communications strategy. Once a department understands
the objectives of its communications strategy, it can then determine which social
media tools will meet its needs.

o Departments should consider the following before making use of social
media tools:

a. Set clear, achievable, and measurable goals at the beginning

Clearly defined objectives for the use of social media platforms will allow for the
planning of appropriate strategies and enable accurate measurement of success.
Are you trying to raise awareness and understanding for a new service or campaign,
generally promote your department, communicate with constituents, correct
misperceptions fuelled by media coverage, etc?

b. Employ an integrated campaign that utilizes the full potential of both
traditional and social media platforms

Identify traditional communication and community engagement activities that could

be enhanced by social media. An effective and meaningful marketing mix of various

platforms, including traditional media, will help to reach a much wider audience and

will take into account the needs of those who do not have access to these new

platforms.

C. Identify your target audiences

Identifying your constituents by segments will help you tailor your content and also
choose the right social media tool. Some audiences will be poorly reached or remain
unreached by social media tools, while other demographic groupings may be prime
targets for new technologies.

d. Use theright channels

Consider which social media channels are most suitable both for the departmental
needs and resources as well as the needs of the target audience. Different groups of
people use different types of social media and have different kinds of online
behaviour. Matching the social media strategy and tools to their behaviour increases
the chances of reaching the specific audiences.

e. Identify the ICT requirements for specific platforms
Consult with the department’s information technology division to ensure that a

strategy for the use and maintenance of necessary technological resources is
developed.
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f. Develop arisk management strategy

Consult with the department’s risk management team to develop an appropriate risk
management strategy.

g. Assign asocial media communications team

Obtain the appropriate level of authority and approval for setting up the structure for
using social media platforms. Identify the person or persons who will have primary
responsibility for populating, maintaining and monitoring your social media platforms.
Ensure they have the time and enthusiasm to devote to this project. List the team
members.

h. Put guidelines for use into place

It is important to allow the audiences a high level of freedom while maintaining a
reasonable level of censorship/moderation to prevent PR disasters. The key here is
balance!

i. Be transparent about your intent and deliver on promises

Showing people that their inputs and comments are sincerely and earnestly valued
and desired is very important. If people are not convinced, they may not participate,
or at worst, they may use the platforms for negative criticism and draw attention away
from the original issues or messages.

J- Allow for several trustworthy people to respond to user comments
promptly

Without government responses to public comments, the audience does not feel that
they are engaged in a conversation, that there is little or no interaction. A team of
trustworthy people, who are authorised and competent to respond within
departmental policy guidelines, is needed to ensure that a flow of conversation is
maintained. The team should develop an approach for responding to negative
criticism, so that serious issues can be properly escalated and are not ignored or
forgotten.

k. Create engaging content using interactive channels

Content is king! Interesting and engaging content that draws positive attention is
critical to the successful use of social media. Messages that inform and invite
comment should be prepared as part of the general communication strategy.

l. Inform people whenever new content is posted

To ensure that departmental social media platforms are visited often, updates on
issues and new content should be provided regularly. Audiences should be informed
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when there is new information on the platform. This will create long-term interest and
regular contributions from the public.

m. Determine success criteria and Key Performance Indicators (KPIs)

Ensure the KPIs directly measure the goals and objectives you set out to achieve.
Different metrics measure different things, for example:
o the number of page views and mentions are good indicators of awareness
¢ the number of comments could be a good gauge of participation in initiatives
to gather feedback
o the number of social networking fans and positive comments are possible
signs of strong support

n. Evaluation

Set a timeline for when you will conduct an evaluation of your social media success,
using the goals and measures identified above. At that time, be prepared to realign
your site’s content. Ongoing evaluation should also be part of your strategy.

4. 'CHOOSING THE APPROPRIATE SOCIAL MEDIA TOOLS : THE
SOCIAL MEDIA MENU

These guidelines and learning resources are not intended to dictate or recommend
exactly which social media tools should be used by a particular department or
agency. Departments who wish to use social media platforms should always first visit
the Internet site of the intended social media tool e.g. www.facebook.com or
www.youtube.com and familiarise themselves with the current terms of use,
opportunities and learning resources available on these sites, in order to select the
most appropriate tools for their needs.

There are a great variety of social media tools available today, but with no universally
accepted classification system for these tools and applications.

For purposes of this resource, GCIS has categorised the different social media tools
that may be relevant and useful in the South African environment into the following
applications (overleaf) based on their general features and functions.

A more detailed overview of what GCIS regards as the most important
social media tools for potential use in the government communicator’s
toolkit, their potential benefits, possible risks, and real-world examples of
their use by government is included as an Appendix in the Social Media
Policy Guidelines:_Resources.

The Social Media Policy Guidelines: Resources pack has been developed
for all government communicators, and can be obtained from the GCIS by
government officials on request.

! See Appendix 2: Resources — The social media menu and associated risks pp 6-17
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http://www.facebook.com/
http://www.youtube.com/

Social media menu and associated risks

NO. | CATEGORY EXAMPLES DESCRIPTION ASSOCIATED RISKS  AND | FAST FACTS
IMPACT
1 Social networking Facebook Social networking tools allow you to share | e  Privacy issues: significant As of July 2010,Facebook boasts
LinkedIn information about your department and its sensitive and  personally 500 million active users — 50% of
e Plaxo activities, and/or your interests with identifiable  information s them logging in on a daily basis
friends, professional colleagues and other maintained on. for examole Facebook | d Vot
communities and individuals T .p ’ ace 09 IS second  only ) 0
Facebook and is relatively Google in terms of Internet traffic
easily accessible The fastest growing Facebook
e  Copyright issues: demographic is those 35 years
departments should ensure old and older
that copyrighted material, LinkedIn has an online network of
such as photos and videos, more than 70 million individuals
are not up|0aded to their which the site describes as
official Facebook profile. experienced professionals
2 Blogs blogger.com Essentially an online journal. Allows | ¢ |nadvertent or intentional There are over 110 million blogs
e WordPress anyone to be an online publisher. disclosure of sensitive or in the world today
Typically involves an individual or group of inappropriate information More than 120,000 new blogs
individuals sharing a running log of events . .
. g .g g . e  Quality control issues: appear every day
and personal insights with other online : . .
. . material that is posted without
audiences on a regular basis. Blogs .
. the necessary quality controls
provide commentary or news on a ,
. . . can damage government's
particular subject. The ability for readers .
. . . reputation
to leave comments in an interactive format . . L
. . e  Copyright issues if material is
is an important part of many blogs. 7S
plagiarised from  another
source
3 Micro-blogging e  Twitter A short-message (typically less than 140 | «  Privacy issues: e.g. all your There are more than 44 million
characters) mobile broadcast service that followers could see Twitter users
a”OV.VS ‘people tg keep their commun|t|e§ everything you tweet Every day more people create
(their “followers’) up. .to date on their accounts on Twitter than they do
events, thoughts, activities, etc. e Inadvertent or intentional on any other social media
disclosure of sensitive or platform.
93.6% of Twitter users have less
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Social media menu and associated risks

inappropriate information

Content limits (240
characters) has potential for
user misinterpretation  or
distortion of the ‘full story’

Potential service provider
costs if tweets tracked on
mobile phones

than 100 followers
80% percent of Twitter users are
over 25 years of age

Video

YouTube
Google Video

Allow organisations and individuals to
distribute, share and stream video content
and other audio visual material online

Privacy issues: YouTube
keeps track of personally
identifiable information
Copyright issues:
Government departments
should be careful not to
upload copyrighted materials
to their official government
YouTube channel

Unintended association with,
or implied endorsement of
commercial products,
inappropriate or potentially
offensive video clips

YouTube has more than 80
million visitors per month

More than 150,000 video clips are
uploaded on YouTube daily

More than 50% of users go to
YouTube weekly or more often

Podcasts

A podcast is a digital audio file that is
made available via Web syndication
technologies such as Really simple
syndication or reach site summary (RSS).
You can wuse podcasts to share
information with your audiences. People
who like your podcasts and want to share
them and be alerted when you've created
more content can be informed every time
you publish a new podcast.

Inadvertent or intentional
disclosure of sensitive or
inappropriate information

Quality control issues:
material that is posted without
the necessary quality controls
can damage government’s
reputation

Copyright issues if material is
plagiarised from  another
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Social media menu and associated risks

source

Photo

Flickr
Picasa

Tools that allow organisations and
individuals to archive and share photos
online

Copyright issues:
Government departments
should be careful not to
upload copyrighted materials

Uncontrolled access to your
image collections. Without
restricted access and
comment features, anyone
can access and make
comments, blog, etc. about
government images

Flickr averages over 5,000
photograph uploads every minute
Flickr boasts an online collection
of more than 5 billion images

Wikis

Wikipedia

Wikis are web sites that allow people to
collect and edit their intelligence in one
place at any time using a web browser.
Volunteers contribute information based
on their expertise and knowledge.
Together this material creates an
encyclopaedic type knowledge base that
is founded on the integrity of the
contributors’ additions.

Duplication of effort (e.g.
multiple pages created on the
same topic)
Inconsistent
contributions
User-generated errors and
vandalism (deliberately and
maliciously deleting and/or
changing content on the

page)

quality of

Wikipedia is the world’'s largest
online user-generated content
encyclopaedia, containing more
than 10 million articles

Productivity tools

Google Docs
SlideShare
SurveyMonkey
Google Alerts

Tools to enhance business and
organisational productivity — whether it be
through increased collaboration and
content sharing in private or public
networks, online research templates and
tools, online keyword monitoring services,
off-site storage of content that can be
accessed from any computer by
registered users, etc.

Duplication of effort (e.g.
multiple pages created on the
same topic)

Copyright issues:
Government departments
should be careful not to
upload copyrighted materials
to sites such as SlideShare

Quality control: official
government material that is

SlideShare is the world's largest
community for sharing
presentations, with more than 25
million monthly visitors

Google Docs allows a private
network of registered users to
view and make changes to a
document, spreadsheet,
presentation, etc. at the same
time, but allowing you to see
exactly who changed what, and
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Social media menu and associated risks

posted without the necessary
quality controls can damage
government’s reputation

when.

RSS Aggregators

Digg
Reddit

A reader or aggregator is a programme or
web site that will check and continuously
search all the blogs, news sites or other
web sites to which you have subscribed
for new content. If fresh content is
identified, the reader page will show a
summary of that information with a link to
that page — the newest content comes to
you, and is aggregated — or summarised —
in one reader page. Additionally, some
aggregators leverage the wisdom of a
community and tell you what people are
saying about a particular product or
service i.e. they allow you to capture
market intelligence

No substantive reputational
risks

Information technology
system risks associated with
volume of potential feeds
coming into  government
servers, e-mail addresses

10

Social
bookmarking

delicious
StumbleUpon
Ma.gnolia

Social bookmarking is the process that
allows you to save and share links to your
favourite websites, blogs etc. on the
Internet. Via a social bookmarking service
you set up a personal or departmental
profile online, and save your favourite
links with tagged keywords to that profile —
which can then be accessed from any
computer or browser,

No substantive reputational
risks
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5. CONCLUSION

Social media tools present opportunities for collaborative government—but
implementing these tools in government comes with unique challenges. Familiarising
one with relevant policies and taking advantage of good examples across
government will help in implementing these tools successfully. Government and/or
departments are increasingly looking to leverage social media to improve the quality
of government services and enable greater public engagement. Publicly available
social media sites, such as Face book or Twitter, are providing governments with
attractive options for meeting these new objectives. These sites are widely available
to government employees and citizens with Internet access; they have established
communities and networks. These platforms provide a wide range of audio, video,
and interactive capabilities with/without substantial costs.

Developing a social media policy is an important first step for government and/or
departments considering using social media and can ultimately serve as a key
enabler for responsibly and effectively leveraging social media tools.

Yet, many governments are struggling with what such a policy should encompass
and convey. Not surprisingly, given the emergent nature of social media, no South
African Government department actually have a formalized set of policies to guide
their own efforts, as well as for others to draw on or learn from. As a result GCIS has
taken a lead in developing these guidelines for uniformity in the use of social media
tools in government as a whole.



o

© N o g bk~ w DN

10.

11.
12.
13.
14.
15.

16.
17.

18.
19.

20.
21.

22.
23.
24,

26.

REFERENCES

Asian Government Usage of Web 2.0 Social Media, European Journal of
ePractice - www.epracticejournal.eu, N° 9 - March 2010 - ISSN: 1988-625X

Baker Daniels Social Media Policy

Ball State University Social Media Policy
British Telecoms Social Media Guidelines

City of Hampton Information Technology Policy
Coca-Cola Online Social Media Principles
Draft Social Media Policy and Principles

Engaging through social media: A guide for civil servants. The Central Office of
Information (COI) (the UK Government's centre of marketing and
communications excellence)

Exploring the Use of Social Media by GCIS - internal discussion document
produced by Government Communication and Information Service (GCIS — South
Africa)

Guidelines to GCIS Blog — Government Communication and Information Service
(GCIS — South Africa)

Kaiser Permanente Social Media Policy
Kodak S